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Architecture, Audit, Implementation and Guidance

Excelium’s Assurance and Compliance services support organisations to navigate complex
regulatory and technical landscapes. We specialise in security architecture and support clients
to align with all the following framework: IRAP, 1ISO, NIST, SOC 2, AESCSF, PCI-DSS, HIPIAA,

CMMC, and CPS 234.

With deep experience across government, defence, critical infrastructure, and regulated
sectors, we guide you through assurance processes with clarity and confidence, ensuring
compliance while also unlocking value and resilience in your cyber and technology

environments.

Security Architecture

. Development of enterprise and solution-
level security architectures aligned to
ISM, PSPF, and DSPF.

. Embedding security-by-design principles
in ICT and OT programs.

. Integration of Zero Trust models and
cloud-native security controls.

Business Area Implementation

. Embedding compliance requirements
within day-to-day operations.

. Supporting secure adoption of digital
services in business units.

. Implementing risk treatment actions at
process and workflow level.

Enterprise & Solution Architecture

o Designing secure system architecture for
critical platforms (e.g. cloud, ERP, citizen-
facing systems).

. Ensuring architecture supports
scalability, resilience, and compliance
requirements.

o Mapping dependencies between
business functions and ICT solutions.

They trust us

Security Governance Design

L Establishment of governance frameworks
and risk oversight mechanisms.

. Development of operating models,
reporting structures, and accountability
pathways.

. Policy alignment with PSPF, ISM, ISO and
NIST standards.

Audit & Assessment

. Independent |IRAP assessments of
government systems.

. Essential Eight maturity assessments and
roadmap development.

. CPS 234 audits for APRA-regulated
entities.

o Internal audit support for ISO 27001
certification.

Framework Implementation & Continuous

Compliance

. Designing and implementing compliance
frameworks tailored to organisational
needs.

. Supporting ISO 27001/27701 certification
readiness and sustainment.

. SOCI Act CIRMP implementation and
Hosting Certification Framework (HCF)
alignment.

. Building continuous monitoring programs
to maintain compliance year-on-year.
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Capabilities development

Proposal

e Initial consultation

¢ Tailored proposal

* Proposal client review

Pre-Engagement

Problem definition
Technical landscape
Build the team (right

resources at the right
time)

Framework alignment
Internal/External factor
considerations

Partner oversight

Engagement Close

* Customer deliverable
walk-through

* Project closure
procedures

Project Lead Delivery
Schedule Execution
Requirements
validation
Weekly/Fortnightly
Project Status
Reporting

* Excelium Assurance

QA Model and

Client
Communication
and Feedback

* Excelium Delivery
Manager or Partner
touchpoint

* Lessons Learnt

deliverables

Partner oversight
Customer Deliverable
review

Our experience
Orbus Infinity

Excelium has delivered consecutive IRAP assessments for Orbus Software. Orbus engaged
Excelium in 2023 to undertake their first IRAP assessment of their newly developed SaaS
implementation “Orbus Infinity”. In 2025 Orbus sought Excelium to reassess Orbus Infinity and
the newly developed updates and architecture. Excelium has provided after service support,
assisting Orbus with their communications strategy around IRAP and the IRAP program to
ensure compliance with the IRAP policy.

Australia Post

Excelium was engaged with Australia Post to deliver a current state security assessment and
future state mapping for Australia Post’s management of Operation Technology assets and
capabilities. Excelium assessed Australia Post against the NIST CSF and NIST 800-53 controls,
providing strength and weaknesses assessments across all domains, as well as technology,
people, policy and process recommendations over a 2 year period to achieve the desired level
of security maturity and compliance.

End-to-End Cloud Assessments

Excelium Assurance and Compliance has delivered full technology stack security
assessments for various private and public sector customers. These end-to-end cloud
assessments included the assessment of underlying cloud technologies, bespoke

applications and customer-facing systems integrated with 3rd party IDAM and ERP software in
support of large programs of work, resulting in newly developed platforms and enterprise
capability.
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Get in touch

Caswell Lowe
Partner | Assurance & Compliance
0422164348

caswell.lowe@excelium.com.au

ACT - Head Office
Ground Floor

Unit 2,14 Brisbane Avenue
Barton ACT 2600

NSW

Level 11

66 Clarence Street
Sydney, NSW 2000

VIC

Level 6

607 Bourke Street
Melbourne, VIC 3000
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